


2.5. BAIIIMTA UHO®OPMAILIMU — JIESATEJIBHOCTS ITO ITPEJIOTBPAII[EHUIO
YTEYKU HHOOPMAIUN, HECAHKIIMOHUPOBAHHBIX 1 HEITPEJJTHAMEPEHHBIX
BO3JIEMCTBUI HA THOOPMAILIHMIO, TO ECTh IIPOIIECC, HAIIPABJIEHHbBI HA
JIOCTUXKEHUE MHO®OPMALIMOHHOM BE3OITACHOCTH.

2.6. Undopmanus - cBegeHus (COOOIIEHNUs, TaHHBIC) HE3aBUCUMO OT ()OPMBI MX MPEACTABICHUS
(cm. 2 @3 PD® om 27.07.2006 2. N 149-®3 «0O6 ungopmayuu, un@opmMayuoHHbIX MEXHOI02UIX U
3awume uHgopmayuuy).

2.7. AndopmanuonHasi cucremMa mnepcoHaJbHbIX gAaHHbIX (MCIIJIH) - COBOKYIMHOCTH
colepkammxcs B 0a3ax JaHHBIX [EPCOHANBHBIX JAHHBIX M O0ECHeYMBAIOIIUX HX O00paboTKy
MH(POPMALMOHHBIX TEXHOJIOTUN M TEXHHUUYECKUX cpeaAcTB (cm. 3 @3 P® om 27.07.2006 2. N 152-D3 «O
NEePCOHALHBIX OAHHBIXY).

2.8. Komnpomeranusi napoJjsi — packpbITHe, 0OHAPY)KEHUE UK yTepsl MapoJis.

2.9. HecankuuonupoBauublii goctyn (HCJ) — nmoctyn k wuHboOpManuu, XpaHsilehcs Ha
Pa3IMYHBIX TUMaX HOcHUTeNe (OyMakKHBIX, MATHUTHBIX, ONTUYCCKUX U T. J.) B KOMIIBIOTEPHBIX 0a3ax
TaHHBIX, (PAJIOBBIX XpaHWIMIIAX, APXUBAX, CEKPETHBIX YaCTAX M T. JI. PA3IMYHBIX OPTaHU3ANHHA MyTEM
M3MeHeHus (MOBbIIeHUS, (haTbCHU(PUKAIIUN) CBOUX MPaB AOCTYIIA.

2.10. O6padoTka mepcoOHANBHBIX JAAHHBIX - JII000E JAeiicTBUE (Omepalnysi) WiIu COBOKYIHOCTb
neicTBuil  (omepaunuii), COBEpIIAEMbIX C HCIOJB30BAHMEM CpPEJICTB aBTOMaTU3aluu wWid 0e3
WCTIOJIB30BAaHUS TAKMX CPEJICTB C IMEPCOHATBLHBIMU JaHHBIMH, BKJIIOUYasi cOOp, 3alMCh, CHCTEMATHU3AIHIO,
HaKOIJICHUE, XpaHEeHue, yTOUHeHue (0OHOBIIEHUE, U3MEHEHHE), U3BJICUCHNE, UCIIOIb30BaHue, Nepeaavy
(pactipocTpaHeHue, IpeaocTaBleHe, J0CTYI), 00e3TMUuBaHKe, OJJOKMPOBAaHHUE, yIaleHNEe, YHUUTOXKEHUE
HNEePCOHANBHBIX NAaHHBIX (cm. 3 @3 P® om 27.07.2006 2. N 152-D3 «O nepconanvhvlx OaHHbIXY).

2.11. Mapoas - cexpeTHass KoMOMHANUS U(pP, 3HAKOB, CIOB, UM OCMBICIICHHOE TPEIIOKCHHE,
CIy)Kalue nJs 3aluThl MHPOPMAIMH OT HECAHKIIMOHHPOBAHHOTO JOCTYyMa K HWH(GOPMaIMOHHBIM
pecypcam.

2.12. TlepconajibHble AaHHBbIE - Jt00as WH(GOpPMAIWS, OTHOCAIIASACA K TPSMO WM KOCBEHHO
OTpeIeICHHOMY WX OTpeesiieMoMy (hU3NYecKOMY JINITY (CYOBEKTY MepCOHAIbHBIX TaHHBIX) (cm. 3 D3
P® om 27.07.2006 2. N 152-D3 «O nepconanbHbIX OGHHBIXY).

2.13. PacnipocTpaHeHne NMEPCOHAJNBHBIX JAHHBIX - JCHCTBUS, HAMPaBJICHHbIE Ha DPACKPBHITHE
MEPCOHABHBIX JIAHHBIX HeompeaeneHHoMmy kpyry jaui (cm. 3 @3 P® om 27.07.2006 2. N 152-®3 «O
NEePCOHANLHBIX OAHHBIXY).

2.14. CpeacrBo 3ammtel uHpopmauuu (C3U) — TexHuueckoe, MPOrpaMMHOE CPEICTBO,

BCIICCTBO U (I/IJ'II/I) Marcpural, NpCAHA3HAYCHHBIC UJIN UCITIOJIB3YEMbIC JJIA 3allIAThI I/IH(I)OpMaI_II/II/I.



I11. OBINUE OBA3AHHOCTHU COTPYJIHUKOB

Kaxnpiii corpyaauk MBOY "COLL Ne33", snstommiicst mosnb3oBarenem MCII/IH, 06s3an:

3.1. Ctporo cobmtonaTh yCTaHOBJICHHBIC TTpaBuia obecriedeHus: 6e30macHOCTH HH(POpMaUU TIPH
pabote ¢ mporpaMMHBIMU U TexHHYeckuMu cpeactBamu UCITJIH.

3.2.3HaTb W CTPOTrO BBINOJHATH MpaBUia PabOTBI CO CPEACTBAMHU 3aIUTHl HH(YOpPMALUH,
YCTaHOBJICHHBIMH Ha €r0 aBTOMaTU3MPOBAaHHOM pabodeMm mecte (nanee APM).

3.3. CobmroaTh paBuiia pabOThI ¢ TAPOJIeM CBOSH yUETHOM 3amKCH.

3.4. HemennenHo BbI3bIBaTh aaMuHUCTpaTopa 6ezonacHocty MICIIJIH 1 nocTaBuTh B U3BECTHOCTD
PYKOBOIUTENS CTPYKTYPHOTO TTOIPA3/IeICHUs IPH OOHAPYKEHHUH:

3.4.1. HapyuieHu# 11eNOCTHOCTH TIOMO (HaKJIeeK, HApyIICHUH U HECOOTBETCTBUU HOMEPOB
neyaTteil) Ha anmapatHbIX cpeacTBax APM miM nHBIX (aKTOB COBEpIICHHUS B €0 OTCYTCTBUE IOIBITOK
HECAHKIIMOHMPOBAHHOTO JOCTyNa K 3amuinaemoid APM;

3.4.2. HECaHKIIMOHUPOBAHHBIX (IPOM3BEICHHBIX C HAPYIICHWEM YCTAaHOBJICHHOTO TOPSIKA)
M3MEHEHH B KOH(UTYpaluy MpOrpaMMHBIX WJIH allapaTHbeIX cpeacts APM;

3.4.3. OTKJIIOHEHUH B HOPMAJIbHOM pabOTe CUCTEMHBIX U MPUKIAJHBIX IPOrPAMMHBIX CPEICTB,
3aTpyAHSAIOLIMX 3KcITyaTanuio APM, BeIxoJa U3 CTpOsi MM HEYCTOWYMBOTO (PYHKIIMOHUPOBAHMSI y3JIOB
APM win nepudepuifHbIX YCTPOWCTB (JIMCKOBOJIOB, IPUHTEpA M T.I.), @ TaKKe IepeboeB B cCHCTEME
AEKTPOCHAOKCHUS;

3.4.4. HEKOPPEKTHOTO (PYHKIIMOHUPOBAHHS YCTAaHOBICHHBIX HA APM TeXHHMYECKUX CpPEACTB
3aIUTHI;

3.4.5. HenpeyCMOTPEHHBIX OTBOJIOB Kalenell M MOAKIIOYEHHBIX K APM 1ONMOIHHUTENbHBIX
YCTPOMCTB.

3.5. Bcem corpymaukam MBOY "COIII Ne33", smustrormmmcest monbs3oBatersimu  MCITH,
kareropuuecku JAIIPEHIAETCA:

3.5.1. ucnonbp30BaTh KOMIIOHEHTHI MHporpaMMHoro M ammaparHoro o6ecnedenuss MCITIx
I'BY3 YupexneHue B HeCITy>KEOHbBIX LIETSX;

3.5.2. caMOBOJIBHO BHOCUTH Kakue-TuOO U3MeHeHuss B KoH(urypamuto APM wmm
ycraHaBiuBartb B APM mo0Oble mporpaMMHble M amnmaparHble CpPeACTBA, KPOME BBIIAHHBIX HIIH
paspelI€HHBIX K MCIOJIb30BAHUIO OTBETCTBEHHBIM 3a oO0OecredeHue Oe30MacHOCTH MEePCOHAIbHBIX
JTaHHBIX;

3.5.3. octaBnaTe 0e3 mpucMmorpa cBoé APM He aKTHBU3MPOBAaB OJOKMPOBKH AOCTYIA WU
ocTaBJIATh cBO€ APM BKIIFOUEHHBIM IO OKOHYaHUU PaOOTHI;

3.5.4. yMBIIIIJICHHO HCHOJb30BaTh HEJIOKYMEHTHPOBAaHHBIE CBOMCTBA M  OWIMOKM B
MIPOrpaMMHOM OOECHEYEeHUU WM B HACTPOMKaxX CpEACTB 3allUThl, KOTOpPbIE MOTYT MPHUBECTH K

HapyIeHn0 0€30MMaCHOCTH MEPCOHATBHBIX JaHHBIX.



IV. OBECIIEYEHUE COXPAHHOCTHU UTH®OPMAILIUN

4.1. ns obecrieueHHs] COXPAHHOCTH 3JIEKTPOHHBIX MHGOpMaIMoHHBIX pecypcoB MBOY "COII
No33" HeoOxoauMO cOONIOAATH CIICIYIONTUE TPEOOBaHMUS:

4.1.1. lns xomupoBaHUs HH(POpPMAIMK HE OJHKHBI HCIIOJIB30BaThCS HENPOBEPEHHBIE Ha

HaJTMYMe KOMITBIOTEPHBIX BUPYCOB M IPYTHX BPEIOHOCHBIX MTPOTPaMM HOCHTETH HH(OPMAIIHH.
4.2. CyOBbeKTaM JIOCTYIIa 3aIperiaeTcs:

4.2.1. YcTaHOBKA M HCIOJIb30BaHUE MPU PAOOTE C IEKTPOHHO-BHIYUCIUTEILHBIMU MAallHHAMU
BPEJIOHOCHBIX MPOTPAMM, BEAYIINX K OJOKHPOBAHHUIO pabOTHI CETH.

4.2.2. CaMOBOJIbHOE N3MEHEHUE CETEBBIX aJPeCcOB.

4.2.3. CaMOBOJIbHOE BCKPBITHE OJIOKOB 3JIEKTPOHHO-BBIYUCIUTEIBHBIX MAIIWH, MOJICPHHU3AIHS
WM MOAU(UKAIUS JIEKTPOHHO-BBIYUCIUTEIBHBIX MALITUH U POTPAMMHOI0 OOECIICUEHUSI.

4.2.4. HecaHKIMOHUpPOBaHHAs Tepe/iada KOMIBIOTEPOB C  TPONUCAHHBIMH  CETEBBIMH
HacTpoiikamu. [lepemaya KOMIBIOTEPOB M3 OJHOTO TMOJPA3IACICHHUS B JPYroe MPOU3BOAUTCS TOJIBKO
anmuHuctparopoM 6e3omnacHoctu UCIIJIH ¢ npeaBapuTenbHO yIaleHHBIMU CETEBBIMU HACTPOUKAMH.

4.3. CBenenusi, coaepxaiidecs B DJEKTPOHHBIX JOKyMeHTax M 0aszax manneix MBOY "COLI
Ne33", momxHBI HCIIOJIB30BATHCA TOJBKO B CIY)KEOHBIX HENSIX B paMKax IOJHOMOYHM COTPYAHHKA,

paboTaromero ¢ COOTBETCTBYIOUIMMH MaTepHallaMH.

V. HAPOJIBHAS 3ALIIUTA

5.1. JIuuHble Mapoiau BHIOUPAIOTCS MOIH30BATENIMU HH(OPMAIIMOHHONW CUCTEMBI CAMOCTOSITENTEHO
C YYETOM CIIeYIOIIUX TPeOOBaHUI:

5.1.1. nnuHa mapoJs 7o KHA OBITH HE MEeHee 6 CUMBOJIOB;

5.1.2. B uncie CHMBOJIOB MapoJisi 00s3aTeIbHO JOKHBI MPUCYTCTBOBATH OYKBEI B BEPXHEM U
HW)KHEM PETUCTpax, MUQPHI U CrielUaIbHbIe CUMBOITHI (@, #, $, &, *, % u T.11.);

5.1.3. maponb He [ODKEH BKIIOYaTh B ceOf HMMS TMOJB30BaTelNs, JETKO BBIUKCISIEMbIS
COuUeTaHUs CUMBOJIOB (MMeHa, (haMUJIMU, U3BECTHBIC HAa3BaHUS, CIOBapHBIC W KAPTrOHHBIE CIOBA U T.J1.),
MOCJIEI0BATENBHOCTH CUMBOJIOB M 3HakoB (111, qwerty, aGBra u T.A.), OOIIENIPUHATHIE COKpAIICHUS
(OBM, JIBC, USER wu t.m.), ab0peBuaTyphl, KIMYKH JOMAIIHUX >KUBOTHBIX, HOMEpAa aBTOMOOWIIECH,
TeneOHOB U APYrue 3HaYMMbIe COUETaHU OYKB M 3HAKOB, KOTOPHIE MOXKHO yrajaaTh, OCHOBBIBAsICh HA
nH(OpMaIIH O MOJIb30BATENE;

5.1.4. mpu cMeHe Mmapojs HOBOE 3HAu€HHUE JOJDKHO OTJIMYAThCS OT MpPENbIAYIIero He MEHee

4eM B 6-TH MMO3UIUAX.



5.2. CorpynHukaM AOIMYCKAETCS HCIONB30BATh MAPOJHM, COCTABICHHBIC U3 TEPBBIX OYKB CIIOB
3aIIOMUHAIONINXCS BBICKA3BIBAHUN B Pa3HOM PETHCTPE, CMENIaHHBIE B IMPOM3BOJIBLHOM TIOPSAKE CO
crienuaabHbIMU cuMBoIamMu (Harmpumep Koxsred7!).

5.3. lns obecriedeHrs BO3MOXXHOCTH MCIIOJIh30BAHUSI HMEH M MApOJIed HEKOTOPBIX COTPYAHHUKOB
B HMX OTCYTCTBHUE (HampuMmep, B CJIy4ae BO3HUKHOBEHHHM HEIITATHBIX CUTYyalHid, (POpC-MaKOPHBIX
OOCTOSITETTLCTB U T.I1.), COTPYAHUKHU O0sI3aHBI Cpa3y ke MOCle YCTAHOBKH CBOMX MapoJiei mepeaaBaTh UxX
Ha XpaHEHHE BMECTE€ C MMEHAMH CBOMX YYETHBIX 3amuceil ammuHuctparopy OesomacHoctu MCII/IH B
3areyaTaHHOM KOHBEPTE WJIM OIeYaTaHHOM TICHAJIE.

5.4. Tlpu BBOAE Mapoys MOJIB30BATENI0 HEOOXOAMMO HCKIIOYUTH IPOM3HECEHHE €ro BCIyX,
BO3MOXXHOCTh €T0 TMOJCMATPHUBAHMS IMOCTOPOHHHMH JIMIIaMU (YEJOBEK 3a CHUHOW, HaOIIOJICHUE
YeJIOBEKOM 3a JBIDKEHHEM MalbIIeB B MPSIMON BUAUMOCTH WM B OTPAXKEHHOM CBETE) U TEXHHUYCCKUMHU
cpeicTBaMU (CTallMOHAPHBIMU M BCTPOCHHBIMH B MOOMIIbHBIC TEJIC(POHBI BUACOKAMEPAMH U T.II.).

5.5. Cmena maposield TOJDKHA TIPOBOJUTHCS PETYISIPHO, HE pPEXe OJHOrO0 paza B 6 MecsIiies,
CaMOCTOSITENTEHO KaX/IbIM ITOJIb30BATEIIEM.

5.6. 3ampemiaercs 3amuchIBaTh Mapoiu Ha Oymare, B (aiilie, IEKTPOHHOW 3aMMCHON KHHXKKE,
MOOWJIBHOM Tesie(hOHE U JIFOOBIX IPYTUX MPEIMETax U HOCUTEISAX HHPOPMAIIUH.

5.7. 3ampemaercss coo0IIaTh CBOM Mapojib MOJHOCTHIO HIJIM YAaCTHMYHO JAPYTHUM MOJIB30BATENSIM,
3aIrpeniaeTcs CIpanBaTh WIKA MOICMAaTPUBATh MAPOJIh IPYTHX MOJIb30BATEIICH.

5.8. Bampemaercst peructpupoBarh apyrux mnoib3oBateneii B MCIIH co cBOMM JUYHBIM
napoJieM, 3anpemaercs Bxoautb B UCIIJIH moa yu€THOM 3anKChIo U TapoJIeM IPYroro MoJIb30BaTells.

5.9. B cmywyae yrepu wuIM KOMIOpoMeTaluu (pasrjalleHus, YTpaThl) WM TOJO3PEHHUS B
KOMITPOMETAIIMH TapoJisl TI0JIh30BATENS JODKHA OBITh HEMEJICHHO MPOBEJCHA BHETUIAHOBAs MPOIIETypa

CMEHBI Tapoisl.

VI. AHTUBUPYCHAS 3AIIUTA

6.1. [Ipy BO3HMKHOBEHMH MOJO3PEHMsI Ha HAJIMYHE BPEJOHOCHOTO MPOTPaMMHOrO OOecleyYeHUs
(uacTble OomIMOKM B paboTe Mporpamm, MOSIBIEHHUE IMOCTOPOHHUX IpaUUECKUX U 3BYKOBBIX 3((EKTOB,
UCKa)KEHUS! JaHHBIX, HEKOHTPOJIMpPYEMOe NponajaHue (QailyioB, MOsBIEHUE COOOUIEHHH O CHCTEMHBIX
omnOKax, 3ame/yIeHne paboThl KOMIIBIOTEPA M T.I.) CAMOCTOSITEIbHO WM BMECTE C aJMUHUCTPATOPOM
6e3onacHoctu MCII/IH npoBecTH BHEOUYEpeAHON AaHTUBUPYCHBIH KOHTpOJdb cBoero APM. Ilpu
CaMOCTOSITENIbHOM MPOBEJIEHUU aHTUBUPYCHOTO KOHTPOJISL - YBEAOMUTH O pe3yjbTaTax aJMHHUCTPATOpPA
o6esonacioctn MCII[AH nns onpeneneHus UM (akTa HaJIWYUS WIM OTCYTCTBUS BPEIOHOCHOIO
IPOrPaMMHOT0 0OecTeueHHs..

6.2. B ciaywsae mosBaeHHS UWHGOPMALMOHHOTO OKHA CPEJICTBA AHTHUBHPYCHOW 3alUTBHI,

CUTHAJIM3UpYIOLIeM 00 0OHapyKEHIH BPEJOHOCHOTO MPOTrPAMMHOI0 00eCIIeUeHNS



6.2.1. mprocTaHOBUTH 00pPaOOTKY TaHHBIX;

6.2.2. HEMENIEHHO TOCTaBUTh B HM3BECTHOCTh O (hakre OOHApPYKEHUS BPEIOHOCHOTO
POrpaMMHOTO oOecriedeHus aqmuaucTparopa 6e3onacaoctu MCIIJIH, Biagenbia 3apaxEHHbIX (QaiiioB,
a TaK)KEe CMEXKHBIC CTPYKTYPHBIE ITOApa3ACICHHS, UCTIONb3YIONIHEe 3TH (hailiibl B pabore;

6.2.3. coBMecTHO ¢ BiagenbieM (aiiaoB, 3apaXEHHBIX BPEJOHOCHBIM  MPOrPAMMHBIM
o0ecriedeHrneM, MPOBECTH aHAIN3 HEOOXOAUMOCTH NAIbHEHIIIEr0 UX MCIIOIb30BaHMS,

6.2.4. MPOU3BECTH JICUCHUE WM YHUUYTOKCHHUE 3apaKEHHBIX (ailioB (Ipy HEOOXOIUMOCTH IS

BBIMTOJHEHUS TPEOOBAHUI TAHHOTO MYHKTA MPUBJICYb aaMuHKCcTpaTopa O6e3omacHoctu UCII/IH).

VIlI. OTBETCTBEHHOCTbD 3A HAPYIIEHHUE ITPABUJI PABOTbI

7.1. Kaxnaprii monp3oBatens MCII[H Hec€T mepcoHANbHYIO OTBETCTBEHHOCTH 3a COOJIIOJICHHE
TpeboBaHui HacTosmel MHCTpyKIMK U 3a Bce AeHCTBUS, COBEPLICHHbIE OT UMEHH €ro y4&THOH 3amucu B
NCII[H, ecnu ¢ ero CTOpOHbI HE ObLIO MPEANPHUHITO HEOOXOAMMBIX AEHCTBUH AJIS MperoTBpalleHHs
HECAHKIIMOHMPOBAHHOT'O UCIOJIb30BAaHUS €0 YUETHOH 3alucu.

7.2. 3a pasriamieHue MEepCOHANbHBIX JAHHBIX M HapylleHUe Mopsaka padoThl CO CpeACTBAMHU
NCIIH, conepKalluMyu NepCOHaIbHbIE JaHHbIE, COTPYIHUKHA MOTYT OBITh MTPHUBJICUYEHBI K I'PaXIaHCKOM,
YrOJIOBHOM, aJIMUHMCTPATUBHOM, IUCHMUIUIMHAPHOM M HMHOW MpeIyCMOTPEHHOH 3aKOHOIATelIbCTBOM
Poccuiickoit denepaiiiu OTBETCTBEHHOCTH.

7.3. Pasrnamienne nepcoHajbHbIX JaHHBIX CyOBbEeKTa (Meperadya WX HOCTOPOHHHUM JIMLAM, B TOM
quciae JIpYrMM COTpYJHHMKAaM, HE HMEIOIIMM K HHUM JIONYCK), UX IyOJMYHOE pacKphlTHE, yTpara
JOKYMEHTOB M MHBIX HOCHTENIEH, COAEp)KalllMX IepCOHAlbHble JaHHble CYOBEKTa, a TakKe HHbIE
HapyleHust o0s3aHHOCTEH Mo WX 3almTe U 00paboTKe, YCTAaHOBJIEHHBIX JIOKAJbHBIMH HOPMAaTHBHO-
IPaBOBBIMU aKTaMu (mpukazamu, pacnopspkeHussmu) MBOY "COIIl Ne33", Bneuer HanoxeHue Ha
COTPYJHHMKA, MMEIOLIEr0 JOCTYN K IEPCOHAIBHBIM JaHHBIM, JUCLUIUIMHAPDHBIX B3BICKAHWN B BHJE:
3aMeydaHusi, BbIroBopa, YyBosibHeHHMs. Corpyauuk MBOY "COII Ne33", wumerommii gocTyn K
NEPCOHAJBHBIM JaHHBIM CyOBEKTa M COBEPLIMBIIMN yKa3aHHbBINM AMCHUIUIMHAPHBIM MPOCTYIOK, HECET
MOJIHYI0 MaTepUAIbHYI0 OTBETCTBEHHOCTh B Cilyyae NpPUYMHEHHUs ero JeicrtBusmu ymepba MBOY
"COLI Ne33" (B coorBercTBUM ¢ 1.7 cT. 243 Tpynosoro koaekca P®D).

7.3.1. B otnenbHBIX caydasx, [pH pPa3MIallleHUd TMEePCOHAIBHBIX JaHHBIX, COTPYIHHK,
COBEpIIMBIIMK yKa3aHHBIM IPOCTYNOK, HECET OTBETCTBEHHOCTh B COOTBETCTBHUM cO crartbed 13.14

Konekca 06 amMUHHCTPAaTUBHBIX NpaBoHApyIIeHUIX PO.



7.4. B cnyyae He3aKOHHOTO cOopa WM MyOJIWYHOTO paclpocTpaHeHUs MH(OpMAIMK O YacTHOU
KHU3HM JIMLA (HapyIIeHUs HEPUKOCHOBEHHOCTH YACTHOM KHM3HH), MPEIyCMOTPEHa OTBETCTBEHHOCTH B

COOTBeTCTBUU cO CT. 137 YromoBHOro xonekca PO.



